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Background

The banking and retail industries share common interests

In terms of seeking to:
* Give customers confidence to shop online;
 Raise awareness and understanding of how to be safe when
shopping online
 Demonstrate that our industries take significant efforts to ensure
that shopping online is safe;
 Reduce the level of fraud,;

The banking industry will be launching a consumer
advertising campaign that promotes these objectives:
« This document provides an overview of the campaign;
« Like chip and PIN, we know the effectiveness will be enhanced if
retailers and banks adopt the same approach;
« Identifies some simple ways that allow you to participate.
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Balanced Objectives

Our objectives are to:

 Encourage online shopping as easy and safe;
 Promote simple precautions to mitigate against fraud,
o Support adoption of card industry 3D-secure systems;
« Avoid amplifying concerns over becoming a victim.

Therefore this:
Impacts all ages and population segments.

Needs to be viewed as large-scale behaviour change
programmes that require consistent messaging

Cardholders need to adopt a range of behaviours as well
as enrolling for 3D-secure
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So, what’s our approach?

Be simple and straightforward. There’s enough clutter
and confusion out there without us adding to it

Be authoritative. Use Visa & Mastercard endorsement
and consider options to involve the Home Office in PR

Be positive. Persuasion, praise and support; not fear

Be informative. Provide layers of information so that
people can go as deep as they want to

Be collaborative. Make it easy for all stakeholders to
participate in the campaign without detracting from their
own brands or messaging requirements
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\x’) The Creative Concept

e ‘Be Card Smart’ is
direct and punchy;

BE CARD SMART ONLINE

e |t Is simple and
non-alarmist;

o |t flatters the reader:
encouraging them to
be smart and sharp.
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Recommended top-line messages

- Keep your PC protected

. Look for the padlock symbol
- Register your cards
 Always log out properly

SHORT, DIRECT, UNDERSTANDABLE ACTIONS
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Expanded messages

Keep your PC protected by ensuring you have the latest
operating system, firewall, browser and up-to-date anti-
virus software

Look for the padlock symbol , especially if you're buying
off someone for the first time. It's a good indication that
they’re reputable

Register your cards with Verified by Visa or MasterCard
SecureCode as soon as you are asked to and then use
them wherever you can

Always log out properly after shopping and save the
confirmation e-mail as a record of your order in case
there’s a problem
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Sample Press Executions ()

(*) Work in Progress — Treat All Executions as Draft

BE CARD SMART ONLINE
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BE CARD SMART ONLINE

becardsmart.org.uk
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Gives necessary authority

Allows detailed message
delivery (the executions
shown raise awareness,
more detailed ads have
been developed that
contain richer messages)

High frequency over a
short period to maximise
impact.

Colour format10x2
(“credit card shaped”).

Four (consecutive where
possible) insertions / title.

Titles: populars, London
papers, younger qualities
(258 insertions).
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Sample Online Executions ©

(*) Work in Progress — Treat All Executions as Draft
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Online executions will
take user to:

www.cardsmart.org.uk

Online campaign will
include various digital
formats (banners,
MPUs, leaderboards)
and be run across:

*Ad networks and
Portals

eTransactional &
shopping sites
*Online advertorial
(MSN)

*Search (google)
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Targeted Online Campaign ‘0‘@

_ _ * Reduces wastage
The most relevant message at the right time by specifically
targeting an online
shopping audience

* Ideal environment
for increasing
relevance of
message (and
ensures high
frequency of
messaging)

» Allows for
interactivity by
taking it beyond
the “banner” level

» Adds useful
Shop on secure sites Fully log out from the site functionality to the

display creative

Before you shop When shopping After you’ve bought

Install Firewall & Anti- Know who you are buying from Keep copies of your orders
virus software
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Campaign Timeline

Online
Targeted Dlsplgy Adviva,Ad20ne, Adlink, MSN,Yahoo!, Kelkoo, Dixons,
MSN Advertorial Lastminute.com, Pricerunner,Shopping.Com,Unanimis
Press
Multiple 10x2 Times, Guardian, Observer, Independent, London Lite , Sun,
. Independent on Sunday, Evening Standard, Metro, Daily Mirror,
Insertions Sunday Mirror, Daily Star, Daily Star on Sunday, London paper

Experiential & PR

Under development

Press to raise awareness and launch campaign. Online display to go live in Nov to focus impressions on
shopping sites when online shopping activity is at its peak. A campaign website and PR activities to run in

parallel.
BRITISH RETAIL CONSORTIUM
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How Can | Get Involved?

A ‘Toolbox’ of materials is being
developed centrally that will
provide:

e Campaign visuals & Guidelines

o Templates

 Webpage add-ons

 E-mailers

By encouraging banks & retailers
to participate, we wish to establish
a more consistent set of
messages to our customers.

Distributed by Trade
Associations
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Opportunities to Participate

Key Principles

 All stakeholders need to be provided with low-cost opportunities
to support the campaign;

* It must be easy to adapt any templates to fit with your own brands
and guidelines.

* Individual stakeholders will have competing pressures and hence
timelines need to be flexible. If you can’t deploy something in this
year then it may still be valuable to do something early in 20009

* It is better to develop a few templates based (on what will actually
be used) than trying to cater for every eventuality.

The next few slides provide some initial suggestion s on how
retailers can support the campaign. These are examp  les and the
Inclusion of certain retailer logos is for illustra tive purposes only.

iMr L @D APACS
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2 Add to Existing Regular Emails

Drl.tl.l Raply = | Fn-rml.rd.i Epmm | Mo, =

_ ~ « Retailers already

& NikiStare.com lhvaics Tissiday. 29 Aphi. 2008 1001

e send emails to
Gowt || o s o customers [confirm

{5, Spam [Ematy Dear james,
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: : * Message can be
il [ T Ll - tailored to the
- email
et 18 context/purpose

» Artwork can be
modified to fit with
corporate brands

This =mal & condmation of secus payman
Frimt & cart aned ke Far pour recondu

Provides re-assurance and encourages
best practice
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@ Include in your Website Messaging

e There are several
opportunities to
integrate this campaign
into your website.

« Appropriate areas
include:

« Home Pages
(often these have
payment and security
related logos and
accreditation
symbols)

* FAQ'’s, payment

BE CARD SMART ONLINE and secu rlty

Provides re-assurance and shows
industry alignment
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Include as a Leaflet with Goods

A further channel is via
the fulfilment
processes. Adding a
leaflet to the goods is a
good way to provide
some consistency in
messaging (since
banks are considering
adopting similar
strategies as part of
their direct mail
activities).

 APACS can work with
you in developing the

design for such an
approach



Key Contacts — Next Steps

To Learn More or
To Get Involved....

Members of the IMRG should contact:.
 Andrew McClelland
andrew@imrg.org

Members of the BRC should contact:
» Tessa Kelly

Alternatively you can contact APACS directly
by emailing:
jason.kempton@apacs.org.uk or
claude.slatner@apacs.org.uk



